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https://intranet.gateway.bbc.co.uk/whatshappening/Pages/bbc_code_of_conduct--.aspx
http://www.bbc.co.uk/editorialguidelines/
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/The-Data-Protection-Handbook.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/The-Data-Protection-Handbook.aspx
mailto:Information.Security@bbc.co.uk
mailto:Information.Security@bbc.co.uk


 

BBC Acceptable Use of Information Systems  Last Updated: 27/02/2018 Policy owner: Chief Information Security Officer  
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https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations/investigations-services/Pages/report-an-incident.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/Data-Protection-Breaches.aspx
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations


 

https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/technology/Pages/Software-Compliance.aspx


 

https://intranet.gateway.bbc.co.uk/designengineering/technology/Pages/BBC-Essentials.aspx
https://intranet.gateway.bbc.co.uk/designengineering/technology/Pages/BBC-Essentials.aspx


 

mailto:information.security@bbc.co.uk
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�J�U�R�V�V���P�L�V�F�R�Q�G�X�F�W���L�V���V�X�V�S�H�F�W�H�G������

���������� �3�H�U�V�R�Q�D�O���,�Q�I�R�U�P�D�W�L�R�Q���'�X�U�L�Q�J���,�Q�Y�H�V�W�L�J�D�W�L�R�Q�V�����<�R�X���V�K�R�X�O�G���E�H���D�Z�D�U�H���W�K�D�W���L�Q�Y�H�V�W�L�J�D�W�L�R�Q�V��
�P�D�\���U�H�Y�H�D�O���S�H�U�V�R�Q�D�O���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���\�R�X�����I�R�U���L�Q�V�W�D�Q�F�H���Z�K�L�F�K���Z�H�E�V�L�W�H�V���\�R�X���Y�L�V�L�W�����W�K�H��
�L�G�H�Q�W�L�W�\���R�I���S�H�R�S�O�H���\�R�X���H�P�D�L�O���I�R�U���S�H�U�V�R�Q�D�O���U�H�D�V�R�Q�V���H�W�F�����7�K�L�V���Z�L�O�O���E�H���K�H�O�G���L�Q���F�R�Q�I�L�G�H�Q�F�H���X�Q�O�H�V�V��
�L�W���L�V���Q�H�H�G�H�G���W�R���I�R�U�P���S�D�U�W���R�I���D�Q���D�X�W�K�R�U�L�V�H�G���L�Q�Y�H�V�W�L�J�D�W�L�R�Q����

������ �'�H�I�D�P�D�W�L�R�Q����

���������� �:�K�D�W���L�V���'�H�I�D�P�D�W�L�R�Q�����'�H�I�D�P�D�W�L�R�Q���L�V���W�K�H���S�X�E�O�L�F�D�W�L�R�Q���R�I���D���V�W�D�W�H�P�H�Q�W���W�K�D�W���D�G�Y�H�U�V�H�O�\���D�I�I�H�F�W�V���W�K�H��
�U�H�S�X�W�D�W�L�R�Q���R�I���D���S�H�U�V�R�Q���R�U���D�Q���R�U�J�D�Q�L�V�D�W�L�R�Q�����7�K�H���S�X�E�O�L�F�D�W�L�R�Q���F�D�Q���E�H���P�D�G�H���X�V�L�Q�J���W�K�H���,�Q�W�H�U�Q�H�W���R�U��
�D�Q�\���R�W�K�H�U���H�O�H�F�W�U�R�Q�L�F���F�R�P�P�X�Q�L�F�D�W�L�R�Q������

���������� �'�H�I�D�P�D�W�L�R�Q���L�V���1�R�W���$�O�O�R�Z�H�G�����<�R�X���P�X�V�W���Q�R�W���V�H�Q�G���R�U���F�L�U�F�X�O�D�W�H�����L�Q�W�H�U�Q�D�O�O�\���R�U���H�[�W�H�U�Q�D�O�O�\�����D�Q�\��
�L�Q�I�R�U�P�D�W�L�R�Q���W�K�D�W���L�V���G�H�I�D�P�D�W�R�U�\�����7�K�L�V���L�Q�F�O�X�G�H�V���D�Q�\���L�Q�I�R�U�P�D�W�L�R�Q���W�K�D�W���F�R�Q�W�D�L�Q�V���Q�H�J�D�W�L�Y�H��
�F�R�P�P�H�Q�W�V���D�E�R�X�W���D�Q���L�Q�G�L�Y�L�G�X�D�O���R�U���R�U�J�D�Q�L�V�D�W�L�R�Q���Z�L�W�K�R�X�W���I�L�U�V�W���F�K�H�F�N�L�Q�J���W�K�D�W���W�K�H���F�R�Q�W�H�Q�W�V���R�I���W�K�H��
�L�Q�I�R�U�P�D�W�L�R�Q���D�U�H���D�F�F�X�U�D�W�H�����$���S�H�U�V�R�Q���R�U���R�U�J�D�Q�L�V�D�W�L�R�Q���G�H�I�D�P�H�G���F�D�Q���V�X�H���\�R�X���R�U���W�K�H���%�%�&���I�R�U��
�G�D�P�D�J�H�V�����$�O�W�K�R�X�J�K���W�K�H���O�D�Z���U�H�F�R�J�Q�L�V�H�V���W�K�D�W���L�W���L�V���D���G�H�I�H�Q�F�H���L�I���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���L�V���µ�W�U�X�H�¶�����W�K�H��
�R�Q�X�V���L�V���R�Q���\�R�X���R�U���W�K�H���%�%�&���W�R���V�K�R�Z���W�K�D�W�����7�K�H�U�H���L�V���D�O�V�R���D���G�H�I�H�Q�F�H���R�I���I�D�L�U���F�R�P�P�H�Q�W���±���W�K�L�V���L�V���D��

https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-bullying-and-harassment-grievance-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-bullying-and-harassment-grievance-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-disciplinary-policy.aspx
http://www.bbc.co.uk/editorialguidelines/
http://www.bbc.co.uk/editorialguidelines/
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������ �(�[�F�H�S�W�L�R�Q���0�D�Q�D�J�H�P�H�Q�W����

���������� �(�[�F�H�S�W�L�R�Q�V���3�U�R�F�H�V�V�����:�K�H�U�H���L�W���L�V���Q�R�W���S�R�V�V�L�E�O�H���W�R���D�S�S�O�\���R�U���H�Q�I�R�U�F�H���D�Q�\���S�D�U�W���R�I���W�K�L�V���S�R�O�L�F�\��
�W�K�H�Q���D���%�%�&���'�L�V�S�H�Q�V�D�W�L�R�Q���5�H�T�X�H�V�W���P�X�V�W���E�H���F�R�P�S�O�H�W�H�G���D�Q�G���U�H�W�X�U�Q�H�G���W�R���W�K�H���%�%�&���,�Q�I�R�U�P�D�W�L�R�Q��
�6�H�F�X�U�L�W�\���W�H�D�P�����7�K�H���%�%�&���,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\���W�H�D�P���Z�L�O�O���U�H�Y�L�H�Z���W�K�H���E�X�V�L�Q�H�V�V���M�X�V�W�L�I�L�F�D�W�L�R�Q�����I�X�O�O�\��
�D�V�V�H�V�V���W�K�H���U�L�V�N���D�Q�G���D�G�Y�L�V�H���R�Q���D�Q�\���D�F�W�L�R�Q���W�R���E�H���W�D�N�H�Q���E�H�I�R�U�H���I�R�U�P�D�O�O�\���L�V�V�X�L�Q�J���D�Q�\���U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V��
�W�R���W�K�H���,�Q�I�R�U�P�D�W�L�R�Q���5�L�V�N���2�Z�Q�H�U�����,�5�2��������

�2�Q�F�H���W�K�H���%�%�&���,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\���W�H�D�P���U�H�F�H�L�Y�H�V���F�R�Q�I�L�U�P�D�W�L�R�Q���W�K�D�W���W�K�H���U�L�V�N���K�D�V���E�H�H�Q���V�L�J�Q�H�G���R�I�I���E�\��
�W�K�H���,�5�2�����D���%�%�&���,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\���G�L�V�S�H�Q�V�D�W�L�R�Q���,�'���Z�L�O�O���E�H���D�V�V�L�J�Q�H�G�����$�Q�\���F�K�D�Q�J�H�V���R�U���H�[�W�H�Q�V�L�R�Q�V��
�W�R���W�K�H���R�U�L�J�L�Q�D�O���G�L�V�S�H�Q�V�D�W�L�R�Q���U�H�T�X�H�V�W���P�X�V�W���E�H���U�H�S�R�U�W�H�G���W�R���W�K�H���%�%�&���,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\���W�H�D�P���V�R���W�K�D�W��
�W�K�H���U�H�T�X�H�Vt can be reassessed. 

�:�L�W�K�R�X�W���D���%�%�&���,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\���,�'���E�H�L�Q�J���L�V�V�X�H�G�����D���G�L�V�S�H�Q�V�D�W�L�R�Q���L�V���Q�R�W���F�R�Q�V�L�G�H�U�H�G���D�V��
�D�S�S�U�R�Y�H�G����

������ �3�R�O�L�F�\���5�H�Y�L�H�Z������

���������� �$�P�H�Q�G�P�H�Q�W�V�����7�K�H���%�%�&���U�H�V�H�U�Y�H�V���W�K�H���U�L�J�K�W���W�R���U�H�Y�L�H�Z���D�Q�G���D�P�H�Q�G���W�K�L�V���S�R�O�L�F�\���R�Q���D���U�H�J�X�O�D�U��
�E�D�V�L�V�����7�K�L�V���L�V���W�K�H���U�H�V�S�R�Q�V�L�E�L�O�L�W�\���R�I���,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\���*�R�Y�H�U�Q�D�Q�F�H���	���&�R�P�S�O�L�D�Q�F�H����

��

https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
mailto:information.security@bbc.co.uk
mailto:information.security@bbc.co.uk
mailto:information.security@bbc.co.uk
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������ �5�H�I�H�U�H�Q�F�H�V����

�$�F�F�H�V�V�L�Q�J���2�I�I�H�Q�V�L�Y�H��
�0�D�W�H�U�L�D�O���I�R�U��
�-�R�X�U�Q�D�O�L�V�W�L�F���R�U��
�5�H�V�H�D�U�F�K���3�X�U�S�R�V�H�V��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���G�H�V�L�J�Q�H�Q�J�L�Q�H�H�U�L�Q�J���L�Q�I�R�V�H�F���3�D�J�H�V���I�R�U
�P�V���D�V�S�[����

�6�H�F�X�U�L�W�\���D�Q�G��
�,�Q�Y�H�V�W�L�J�D�W�L�R�Q�V��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���I�R���V�V�U���V�H�F�X�U�L�W�\���D�Q�G���L�Q�Y�H�V�W�L�J�D�W�L�R�Q�V����

�%�X�O�O�\�L�Q�J���D�Q�G��
�+�D�U�D�V�V�P�H�Q�W��
�*�U�L�H�Y�D�Q�F�H���3�R�O�L�F�\��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���S�R�O�L�F�\���3�D�J�H�V���E�E�F���E�X�O�O�\�L�Q�J���D�Q�G��
�K�D�U�D�V�V�P�H�Q�W���J�U�L�H�Y�D�Q�F�H���S�R�O�L�F�\���D�V�S�[��
��

�%�%�&���(�Q�F�U�\�S�W�L�R�Q���6�W�D�Q�G�D�U�G�� �K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���G�H�V�L�J�Q�H�Q�J�L�Q�H�H�U�L�Q�J���L�Q�I�R�V�H�F���3�D�J�H�V���S�R�O�L
�F�L�H�V���D�V�S�[����
��

�%�%�&���,�Q�I�R�U�P�D�W�L�R�Q��
�&�O�D�V�V�L�I�L�F�D�W�L�R�Q���	��
�+�D�Q�G�O�L�Q�J���6�W�D�Q�G�D�U�G��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���G�H�V�L�J�Q�H�Q�J�L�Q�H�H�U�L�Q�J���L�Q�I�R�V�H�F���3�D�J�H�V���S�R�O�L
�F�L�H�V���D�V�S�[����

�'�D�W�D���3�U�R�W�H�F�W�L�R�Q���+�D�Q�G�E�R�R�N�� �K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���I�R���Z�R�U�N�S�O�D�F�H���D�Q�G���L�Q�I�R�U�P�D�W�L�R�Q��
�U�L�J�K�W�V���3�D�J�H�V���7�K�H���'�D�W�D���3�U�R�W�H�F�W�L�R�Q���+�D�Q�G�E�R�R�N���D�V�S�[��
��

�'�L�V�F�L�S�O�L�Q�D�U�\���3�R�O�L�F�\�� �K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���S�R�O�L�F�\���3�D�J�H�V���E�E�F���G�L�V�F�L�S�O�L�Q�D�U�\��
�S�R�O�L�F�\���D�V�S�[��
��

�(�G�L�W�R�U�L�D�O���*�X�L�G�H�O�L�Q�H�V�� �K�W�W�S�������Z�Z�Z���E�E�F���F�R���X�N���J�X�L�G�H�O�L�Q�H�V���H�G�L�W�R�U�L�D�O�J�X�L�G�H�O�L�Q�H�V����

�*�X�L�G�H���W�R���'�L�V�F�O�R�V�X�U�H���R�I��
�3�H�U�V�R�Q�D�O���,�Q�I�R�U�P�D�W�L�R�Q��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���I�R���K�U���U�H�V�R�O�Y�L�Q�J��
�L�V�V�X�H�V���3�D�J�H�V���G�L�V�F�L�S�O�L�Q�D�U�\���D�V�S�[��
��

�,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\��
�,�Q�F�L�G�H�Q�W���5�H�S�R�U�W�L�Q�J��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���I�R���V�V�U���V�H�F�X�U�L�W�\���D�Q�G��
�L�Q�Y�H�V�W�L�J�D�W�L�R�Q�V���L�Q�Y�H�V�W�L�J�D�W�L�R�Q�V���V�H�U�Y�L�F�H�V���3�D�J�H�V���U�H�S�R�U�W���D�Q���L�Q�F�L�G�H�Q�W���D�V�S�[����

�0�R�E�L�O�H���'�H�Y�L�F�H�V���	��
�5�H�P�R�W�H���:�R�U�N�L�Q�J��
�3�R�O�L�F�\��

�K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���S�R�O�L�F�\���3�D�J�H�V���E�E�F���P�R�E�L�O�H���G�H�Y�L�F�H�V���D�Q�G��
�U�H�P�R�W�H���Z�R�U�N�L�Q�J���S�R�O�L�F�\���D�V�S�[��
��

�3�D�V�V�Z�R�U�G���3�R�O�L�F�\�� �K�W�W�S�V�������L�Q�W�U�D�Q�H�W���J�D�W�H�Z�D�\���E�E�F���F�R���X�N���S�R�O�L�F�\���3�D�J�H�V���E�E�F���S�D�V�V�Z�R�U�G��
�S�R�O�L�F�\���D�V�S�[��
��

https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/forms.aspx
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-bullying-and-harassment-grievance-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-bullying-and-harassment-grievance-policy.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/The-Data-Protection-Handbook.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/The-Data-Protection-Handbook.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-disciplinary-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-disciplinary-policy.aspx
http://www.bbc.co.uk/guidelines/editorialguidelines/
https://intranet.gateway.bbc.co.uk/fo/hr/resolving-issues/Pages/disciplinary.aspx
https://intranet.gateway.bbc.co.uk/fo/hr/resolving-issues/Pages/disciplinary.aspx
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations/investigations-services/Pages/report-an-incident.aspx
https://intranet.gateway.bbc.co.uk/fo/ssr/security-and-investigations/investigations-services/Pages/report-an-incident.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-mobile-devices-and-remote-working-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-mobile-devices-and-remote-working-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-password-policy.aspx
https://intranet.gateway.bbc.co.uk/policy/Pages/bbc-password-policy.aspx
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�3�H�U�V�R�Q�D�O���,�Q�I�R�U�P�D�W�L�R�Q��
�6�H�F�X�U�L�W�\���%�U�H�D�F�K��
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https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/Data-Protection-Breaches.aspx
https://intranet.gateway.bbc.co.uk/fo/workplace-and-information-rights/Pages/Data-Protection-Breaches.aspx
https://intranet.gateway.bbc.co.uk/radio/pop-music/radio1and1xtra/admin/Pages/missingitems.aspx
https://intranet.gateway.bbc.co.uk/radio/pop-music/radio1and1xtra/admin/Pages/missingitems.aspx
http://home.gateway.bbc.co.uk/is/rtrd.htm
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/designengineering/infosec/Pages/policies.aspx
https://intranet.gateway.bbc.co.uk/hhdi/Pages/encrypt-data.aspx


 



 


